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Our team gamed access to the Kadokawa network almost a month ago. It took some time, because of the language. to figure out that
Kadokawa subsidiaries' networks were connected to each other and to get through all the mess Kadokawa's IT department made there.
We have discovered that Kadokawa networks architecture was not organised properly. It was different networks connected to the one
big Kadokawas mfrastructure being controlled through global control points, such as eSXI and V-sphere. Once we have gained access
to the control center we have encrypted the whole network (Dwango, NicoNico, Kadokawa, other subsidiaries).

The second part of our Team downloaded about TB1,5 of data from the networks.

Quickscope of downloaded data:

-contracts

-DocuSigned papers

-various legal papers

-platform users related data (emails. data usage, links opened, etc)

-employee related data (personal info. payments, contracts, emails. etc)

-business planning (presentations, emails, offers, ete)

-projects related data (coding, emails, payments. eic)

-financial data (payments, transfers, planning, etc)

-other internal-use-only papers and confidential data

Once the network was encrypted we contacted Kadokawas management to make a deal with them regarding data protection and
network decryption.

As everyone can see the company is suffering right now and its business processes are being interrupted. Kadokawa and its
subsidiaries' services were suspended and the approximate fime of recovery was set to the end of July.

It 1s good to see that Kadokawas management 1s updating public announcements regarding this situation almost every day. It is very
good that Kadokawas management decided to tell the "truth" to calm down the public.

But, it is not good that Kadokawa decided to hide some details. Maybe its own IT department decided not to tell all the truth to its own
management, anyways, we can prove Kadokawa statements wrong.

First of all, Kadokawas IT department detected our presence within the network 3 days before we had encrypted the network Admins
tried to kick us out from the network one of our server IP"s was blocked, they have tried to change admin credentials, but we have
managed to set undetectable access to the network We have continued downloading even after Kadokawa admins detected us. They
were unable to detect and stop outgoing traffic. because our downloading scripts kept working even after the server's IP was blocked. 1
day before encryption we have detected enormous Kadokawa admins activity trving to stop us unsuccessfully.
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