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Supply Chain Risk Management
(ID.SC):

The organization’s priorities,
constraints, risk tolerances, and
assumptions are established and

used to support risk decisions
associated with managing supply
chain risk. The organization has
established and implemented the
processes to identify, assess and

manage supply chain risks.
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ID.SC-1: Cyber supply chain risk management
processes are identified, established, assessed,
managed, and agreed to by organizational
stakeholders
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ID.SC-2: Suppliers and third party partners of

information systems, components, and services
are identified, prioritized, and assessed using a

cyber supply chain risk assessment process
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ID.SC-3: Contracts with suppliers and third-
party partners are used to implement
appropriate measures designed to meet the
objectives of an organization’s cybersecurity
program and Cyber Supply Chain Risk
Management Plan.
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ID.SC-4: Suppliers and third-party partners are
routinely assessed using audits, test results, or
other forms of evaluations to confirm they are
meeting their contractual obligations.

BISAVES— RIN—F 1 D)(— hF—HEHE
DEFERZLUTVD I EZERIDHIC, B
B, TANER. FEMoFEROHiEERLT
EHRCFHiENS.

nEF1UFAP—EX by CSIF—A (A—F A ROADHILF1>
)

UYZ03>2 bO-VOSHARPESKABRCHULEYTSAFI—>
DYURVEBEZEBNZULET .




ID.SC-5: Response and recovery planning and
testing are conducted with suppliers and third-
party providers
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PR.AC-6: Identities are proofed and bound to
credentials and asserted in interactions
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PR.AC-7: Users, devices, and other assets are

authenticated (e.g., single-factor, multi-factor)
commensurate with the risk of the transaction

(e.g., individuals’ security and privacy risks and
other organizational risks)
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PR.DS-8: Integrity checking mechanisms are
used to verify hardware integrity
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PR.PT-5: Mechanisms (e.g., failsafe, load
balancing, hot swap) are implemented to
achieve resilience requirements in normal and
adverse situations
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